MpakTyecko pHLKOBOACTBO 3a MHCTanNUpaHe Ha cepTuduKaTu, n3ganeHu ot AreHuus no

BnucBaHuaTa 3a Apple Mac OS X 6a3upaHu onepauuoHHU CUCTEMM

ToBa pbKOBOACTBO € NpefHasHa4eHo 3a NoTpebuTenu, NpuTexasalun ugaLeHn ceptudukatm ot
Registry Agency CA 1 nonsealuym onepaumoHHa cuctema macOS. AkTyarnHaTa Bepcust Ha onepawyoHHaTa

cucTEMa KbM MOMEHTA Ha Cb3aBaHe Ha pbkoBoacTBoTo € macOS Catalina version 10.15.6.
CbAbpxaHue:
1. WHctanupaHe Ha cepTudpmkatu 3a pabota ¢ Google Chrome

2. WHcTanupaHe Ha cepTudmkaTy 3a padota c Firefox browser

e WHcTanupaHe Ha cepTudukaTy 3a pabora ¢ Google Chrome

3abenexka: AkTyanHaTta Bepcust Ha Gpay3epa KbM MOMEHTA Ha Cb3aaBaHe Ha PbKOBOACTBOTO € Google
Chrome 84.0.4147.135.

» Craptupaite Google Chrome n nsbepete Settings - dwmr. 1.1.

LT

New tab Ctrl+T
New window Ctrl+N
New incognito window  Ctrl+Shift+N
History »
Downloads Ctrl+]
Bookmarks L
Zoom - 100% =+

Print... Ctrl+P
Cast...

Find. Ctrl+F

More tools L

Edit Cut Copy  Paste

Help »

Exit

dur. 1.1

» W3bepete nocnegosatenHo Privacy and security > Security n HatucHeTe 6yToHa <Manage

certificates - cour. 1.2



®  ® & settings- Security X+

<« C @& Chrome | chrome:/fsettings/security &
Settings
Use secure DNS
3 You and Googl
- v R Determines how to connect to websites over a secure connection L
B Auodil @ Wit your current service provider

Secure DNS may not be available all the time
@  safetycheck

6 Privacy and security

@  Appearance

(O With Customised -

Enter custom provider

Search engine
a 9 Manage security keys

£ Default browser Reset security keys and create PINs

Manage certificates

(U] On start-up
Manage HTTPS/SSL certificates and settings

Advanced -
Google Advanced Protection programme @

@  Languages Safeguards the personal Google Accounts of anyone at risk of targeted attacks

odwur. 1.2

» Ot nosiBunus ce npo3opel n3bepete 6yToHa 3a fobaBsHe Ha 0bekT B Keychain - ¢omr. 1.3

Keychz Create a new Keychain item.
(1 IAS-ECC...3488156037

Local Items

() System
=] System Roots NamS ~ Kind Expin

Category
A All ltems
/.. Passwords

Secure Notes
=l My Certificates
I Keys

¢ur. 1.3

» T[locoyeTe hanna, Cbabpxall, YaCTHUS KIToY U U3hafeHns cepTudumkaT, KOUTO CTe U3Ternunm ot

NONyYeHNst UMENN 1 pasapXuBMpanit Ha oKaHUS KOMMOTBLP - cour. 1.4

[} Keychain Access File Edit View Window Help = %) Thu1:33
® Q
Keychain
mv B Downloads tod Q
(@ IAS-ECC..3
w login Favourites
@ Local items G Recents
(u System o
© system Rog A\ Applications ?_ 5
[ Desktop S //’/'/I//(‘(III"
[ bocuments /e o
o Downloads 2 \‘f °
iCloud w
& iCloud Drive
c Locations
ategon : "
3 e |) Thunderbird 2 Bianka_Trifonova.p12
A Al ltems @ N . personal information exchange file - 6 KB
/.. Passwords etworl
Secure Nott Information
Tags
Gl My Certifice @ Red Created Tuesday, 21 January 2020, 15:46
| Keys Modified Tuesday, 21 January 2020, 15:46

() Certificates @ Oranae
Options Cancel -

tur. 1.4



» BwbBegete nonyyeHata napona 3a 4yacTtHus kit - ¢omr. 1.5

Enter the password for ”Bianka_Trifonova.p12":

B

Password: ..........|

Show password

¢ur. 1.5

» Axo cepTuchukaTa € MHCTanMpaH KOPEKTHO LU ce NosiBi Npo3opel, nogobeH Ha dour. 1.6

@ Keychain Access File Edit View Window Help

Keychains

e Registry Agency CA
IAS-ECC...3488156037 Crrtfeate Root certificate authority

& ;

EE login A - Expires: Monday, 16 January 20
Ei; Local Items € This root certificate is not tru
) System

System Roots e

|'# Registry Agency CA
| > Bianka Stoyanova Georgieva I

¢ur. 1.6

» KnukHeTe Bbpxy Registry Agency CA v ot nosisunus ce nposoped B nonieto When using this

certificate n3bepete Always Trust — cour. 1.7

| @ Kegisiry Agency LA
— Registry Agency CA Cortitonte Registry Agency CA
Cortifeate i N Cerdfeate | poot certificate authorit
plg Root certificate authority oot i y
~~ ¢ | Expires: Monday, 16 January 2040, = - Expires: quday, 16 January 2040, 15:12:44 Eastern European
—~ Standard Time

@ This root certificate is not truste . .
€ This root certificate is not trusted

V¥ Trust
Dame | When using this certificate: =~ Always Trust
&) Registry Agency CA
> Bianka Stoyanova Georgieva ‘ Secure Sockets Layer (SSL)  Always Trust

Secure Mail (S/MIME)  Always Trust
Extensible Authentication (EAP) Always Trust
IP Security (IPsec) Always Trust

Code Signing Always Trust

Time Stamping Always Trust

-~

X.509 Basic Policy Always Trust

¢wr. 1.7



> 3aTBopeTe Npo3opeLia, BbBeAeTe napornara 3a onepaLyoHHaTa cucTema 1 crefsa fia ce nosisu

nposopeL, nogobeH Ha To3n oT doumr. 1.8

Bianka Stoyanova Georgieva

37 e Issued by: Registry Agency CA
: | Expires: Wednesday, 20 January 2021, 15:36:02 Eastern European St
— @ This certificate is valid
Name ~ Kind
E Registry Agency CA certificate

v Bianka Stoyanova Georgieva certificate
§ bianka stoyanova georgieva private key

Bawwmat cepTudmkaT € MHCTanMpaH 1 MoxeTe Aa ro uanonssare ¢ bpaysepa Google Chrome.

PectapTupaiite bpaysepa, 3a fa ce 0OHOBST HACTPOMKUTE.

e WHcTanupaHe Ha cepTudukatm 3a pabora ¢ Firefox browser

3abenexka: AkTyanHarta Bepcusi Ha bpaysepa KbM MOMEHTA Ha Cb3daBaHe Ha pbkoBoAcTBOTO € Firefox
Browser 79.0 (64-bit)

» Craptupante Mozilla Firefox n usbepete nocneposarenHo Firefox > Preferences > Privacy &

Security > n HaTucHeTe ByToHa <View Certificates...> - cour. 2.1.

@ Firefox File Edit View History Bookmarks Tools Window Help i ® = ¥ Thun:23 Q
& c @ ©) Firefox  about:preferences#privacy % v OIN @
Q Find in Preferences
'ﬁ- General v/ Block dangerous and deceptive content Learn more
/| Block dangerous downloads
0 Home

/| Warn you about unwanted and uncommon software

Q Search

[ & Privacy & Security ] Certificates
When a server requests your personal certificate

s |
Sync
L Select one automatically
® Ask you every time
7 Query OCSP responder servers to confirm the current validity of View Certificates...
certificates
M Extensions & Themes Security Devices...

¢wr. 2.1

> 3apauHcTanuparte ceptudmkaTa, OT NosBUNKS ce Npo3opeLl; HaTucHeTe 6yToHa <Import...> - dour.
2.2



Your Certificates Authentication Decisions People Servers Authorities

You have certificates from these organizations that identify you

Certificate Name Security Device Serial Number Expires On =]

View... Backup... Backup All.. Delete...

OK

¢wr. 2.2

> T[locoyeTe thaitna, Chabpxall, YaCTHUS KMKOY 1 U3JaAeHUs CepTUDMKAT, KOUTO CTe M3TErNUIK OT

NONyYeHNs UMENN 1 pasapxuBMpanit Ha NokanHUs KOMMOTBLP - cour. 2.3

< v B Downloads < Q

Favorites Today Today

Recents Bianka_Trifonova.p12

A\ Applications Ma'cr_‘ >
B3 Desktop ViberDownloads > C/('/'////('((IP\
[ Documents Serional  (®
o Downloads ZeeSete ) \m/ <
Y «
iCloud
& iCloud Drive
Locations
[0 Thunderbird 4 Bianka_Trifonova.p12
6 KB
@ Network
Information
Tags
® Red Created 21 Jan 2020, 15:46
Modified 21 Jan 2020, 15:46
&) Orange
Options Cancel @

¢wr. 2.3

> BbBeferte nonyyeHarta napona 3a vyacTHUS KntoY - ¢our. 2.4

©) Firefox  about:preferences#privacy

e Password Required - Mozilla Firefox

Please enter the password that was used to encrypt this
certificate backup: )

1Uul Vel unival
|

Certificate Name Security Device | Serial Number \ Expires O1

You have certifice

¢ur. 2.4



» AKo cepTuchuKaTa € MHCTanMpaH KOPEKTHO Lie ce NosiBu Npo3opeL, nogobeH Ha dour. 2.5.

Your Certificates Authentication Decisions People Servers Authorities
You have certificates from these organizations that identify you
Certificate Name Security Device Serial Number Expires On =

[V Ministry of Justice

Bianka Stoyanova G] Software Security Device 41:E5:6A:1E:F6:2B:70:68 20 January 2021

View... Backup... Backup All... Import... Delete...

¢dwr. 2.5

OK

» W3bepete T1ab Authorities /Ygoctoseputenu/, Hamepete Registry Agency CA v n3bepete byTtoHa

<Edit Trust...> - dur. 2.6

Certificate Manager

Your Certificates Authentication Decisions People

You have certificates on file that identify these certificate authorities

Servers Authorities

Certificate Name Security Device
e-Szigno Root CA 2017 Builtin Object Token
v Microsoft Corporation
Microsoft ECC Root Certificate Authority 2017 Builtin Object Token
Microsoft RSA Root Certificate Authority 2017 Builtin Object Token

v Ministry of Justice

Registry Agency CA Software Security Device

View... Edit Trust... Import... Export... Delete or Distrust...

¢ur. 2.6

OK



» OT nosiBunus ce Npo3opeL, MapkupamTte oTMeTKUTE - ¢our. 2.7

©) Firefox  about:preferences#privacy

w
_ The certificate “Registry Agency CA" represents a Certificate Authority. _
Edit trust settings:
Your Ci This certificate can identify websites. Qorities
< [ This certificate can identify mail users. ] —
Cancel
You have ¢
Certificate Name Security Device (i
e-Szigno Root CA 2017 Builtin Object Token
v Microsoft Corporation
Microsoft RSA Root Certificate Authority 2017 Builtin Object Token
Microsoft ECC Root Certificate Authority 2017 Builtin Object Token
Vv Ministry of Justice

dwr. 2.7

» [otebpaete ¢ <OK> 3a ga 3aBbpLumTe.

BawwsiT cepTudmkat e MHCTanuMpaH n MoXeTe Aa ro uanonasate ¢ Firefox Browser.



